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Abstract 
Wi-Fi is a wireless networking technology that enables computers and other devices to communicate using a RF signal enabling a 
lot of advanced applications to provide services. Nowadays, Wi-Fi signal coverage is almost a must in any office building or 
small office home office (SOHO) environment. Home and office networking concept involves the use of wireless sensors/Wi-Fi 
routers around the house to control and detect signals in the home-setting. In this project, however, RF signals from Wi-Fi NIC 
and ZigBee motes received signal strength indicators (RSSI) were used as a base feed to our system testbed to detect the human 
presence inside an indoor home/office environment. Then, a controller is used to switch ON/OFF appliances like air 
conditioning, lights …etc. The system testbed doubles as a reliable alarm for physical intrusion detection to secure an indoor 
perimeter as demonstrated in the paper. This simple, yet cheap, approach to home/office networking promises to save energy and 
cost in large numbers. It can also be used in many industrial settings including control and security applications. 
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1. Introduction 
Wireless sensor network have become an important tool to human and it has the potential to increase human 
ability to develop user-centric application to monitor and prevent harmful events. The existence of low cost low-
power sensors, radios and embedded systems can enable the development of distributed sensor networks to provide 
information to users in different environment and it will offer them control over unwilling situations1. The use of 
wireless sensor technology can be used for various aspects such as medical, to environment and military. There is 
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one possible usage which is indoor perimeter security it can be useful in detecting the presence of an intruder using 
the Received Signal Strength Indicator (RSSI)2. These applications needed for day to day usage is what motivates 
the work done in this paper. Although by no means exhaustive, but the experiments conducted shed some light on 
the possibility of using simple statistical measures to learn about our surrounding environment. Researchers have 
done a lot of experiments and researches on the radio frequency characterization for indoor environment for different 
purposes. However, the objective of this paper is to characterize statistically the RF signal behavior in a contained 
indoor environment to determine if a human presence is detected. RSSI feed is used solely for the analysis although 
several statistics can be combined to make an informed decision on the outcome. This paper is organized as follows. 
Section 2 reviews the major ideas of radio frequency identification and received signal strength indicator (RSSI). In 
section 3, we present the proposed system overview. Section 4 introduces the testbeds development. Section 5 
explains the testing procedure and the environment. Section 6 discusses the experimental results and their analysis, 
and the paper is then concluded in section 7. 
2. Related Work 
The possible use of received signal strength indicator (RSSI) and link quality indicator (LQI) value for intrusion 
detection has been discussed2. The RSSI can be used on its own to determine more accurately the presence of an 
intruder compared to LQI. Later on, it is found that if the transmitter receiver separation is increased, the RSSI level 
will decrease and the effect of the intruder on the signal falls below the one standard deviation limit making it harder 
to detect and increasing the number of generated false alarms. The detection of human presence based on principal 
components analysis (PCA) of the signal strength by means of several radio links has been introduced3. PCA 
compresses raw RSSI inputs that were obtained from each radio link. The appearance of a human subject brings 
about RSSI variation in the environment. The detection of a slight motion such as "typing" affect the reading of 
RSSI value and are detectable with few wireless sensor network (WSN) nodes4. It proves that RSSI is a very 
sensitive to the subject being experimented on and with that sensitivity, a lot of things can be detected. In tracking 
human body motion, a different technique has been discussed5. Luttwak A. was the first to combine inertial sensors 
(INS) data and RSSI to track human bod motion so a good accuracy robust to environment changes and drift can be 
achieved. The work6 discusses a new infrastructure to Vehicles (I2V) communication and control systems for 
intelligent speed control, which is based upon Radio Frequency Identification (RFID) technology for identification 
of traffic signals on the road. Quwaider and S Biswas7 discussed networked proximity sensing and Hidden Markov 
Model (HMM) based mechanism that can be applied for stochastic identification of body posture using a wearable 
sensor network.  
3. System Overview 
For Wi-Fi based system, the system is made of a Wi-Fi NIC card attached to a microcontroller board. The system 
reads the RSSI signal feed, calculates and analyzes the signal statistics upon which the microcontroller sends a 
signal to the relays to switch on/off the appliances in the SOHO office (e.g., air condition, light …etc.). When using 
the Zigbee-based sensor motes, a properly placed transmitter-receiver pair of motes is placed at the entrance of the 
room to form a link. Upon the crossing of this link, RSSI fluctuation statistics are calculated and analyzed upon 
which a signal fed to the relays to switch on/off the SOHO appliance in a similar manner. 
4. Testbed Design and Implementation 
4.1 ZigBee Motes-based System Setup 
In this experiment, actual ZigBee motes were used instead of signal generators and spectrum analyzers in order to 
demonstrate the feasibility of using these motes practically in characterizing the signal behavior. The iris motes 
operate at a frequency around 2.4 GHz. Any type of Iris mote can function as a base station when it is connected to a 
programmable board MIB520. The role of MIB520 is to act as an interface for both programming individual motes 
and for data communication from base station to PC. The board runs on TinyOS, a free and open source component-
based embedded operating system and platform targeting WSNs that is written in the NesC programming language 
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as a set of cooperating tasks and processes. The Arduino Uno microcontroller board is connected to the computer to 
switch on/off appliances. Fig.1 shows how the connection between the ZigBee motes, computer PC and 
microcontroller is outlayed. Two relays were used in this testbed to control the light and the air conditioning unit 
switches in the room (two common appliances in almost every office room). 
 
4.2 Wi-Fi NIC-based System Setup 
Wi-Fi Network Interface Card, more commonly referred to as NIC, is a circuit board or card that was introduced 
on the PC so it can be connected to the Wi-Fi network. It provides common Internet connection means in office 
environment among other networking services and hardly any office lacks a Wi-Fi connection nowadays. The 
Internet connection is made free over Wi-Fi sometimes. The Arduino Uno microcontroller board engine is the 
ATMEL processor ATmega328 with interfacing slots. It can be connected to a computer using a USB cable and be 
powered by AC power adapter or DC batteries. Fig.1 shown below indicates the connection between the 
microcontroller board (Arduino Uno) and the NIC card in the computer PC. 
 
4.3 Software Design 
For Wi-Fi experiment setting, the PC is connected with a NIC card and Arduino Uno with electrical appliances 
that receive RSSI readings from the Wi-Fi NIC and records the RSSI reading for a specific period of time not more 
than 30 seconds to facilitate a more accurate decision on the signal statistics since we are using raw RSSI readings 
feed. The code works according to the following algorithm: 
Algorithm 
1.  Initialize; 
2. Voice instruction to calibrate empty room statistics; 
3. While t<=30 sec, collect RSSI data; 
4. Measure VAR_threshold; %variance for empty room 
5. If VAR (i) > VAR_threshold 
Switch ON appliances; %change room status occupied. 
6. Else 
7. End 
The algorithm works simply by monitoring the variance in raw RSSI feed. If the variance becomes larger than the 
calibrated threshold for and empty room, then it indicates the presence of intruder in the premises. The controller 
then issues instruction to the relays to switch ON lights and the air conditioning unit in the room. The new variance 
is automatically updated (e.g., the status of the room is propped) every 30 seconds period. This is done to facilitate 
more accurate decision to switch ON appliances. If signal fluctuations become severely detectable, the room status 
is changed from empty to occupied and appliances are switched ON. In the ZigBee motes-based testbed, same 
algorithm is used to update the status of the room and to switch ON the appliances.   
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1 Schematic diagram for Wi-Fi / ZigBee mote System Setup 
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The only difference is that the transmitter-receiver link crossing is easily detectable due to the proximity of the 
transceiver pair (e.g., around 1 meter apart only) as they are placed across the office main door of entry. One should 
remember that statistics such as variance, standard deviation, and kurtosis can be directly adopted and applied into 
the algorithm (individually or concurrently) to detect the presence of humans in the room12. Furthermore, the testbed 
can act a controller for more energy efficient appliances utilization in the office or as a physical intrusion detection 
system indicating the presence of humans in the office with information about the time of entry, exit and dwell time 
duration. Fig.2 shows the typical system setup using Wi-Fi-NIC and Zigbee motes with the Arduino microcontroller 
board. 
 
 
 
 
 
 
 
 
 
Fig. 2 Wi-Fi-NIC Setup with Arduino 
5. Testing Procedure and Environment 
The experiments were conducted inside a small class room. The first step was to set up the required equipment 
before starting the experiment. The needed equipment is: Laptop Computer, Arduino Uno microcontroller board, 
Wi-Fi NIC, Iris motes fitted with Zigbee-compliant modems which are receiver (Rx) and transmitter (TX) antenna 
as well the MIB520 programming board. The placement of the mote pair was across the room door to detect the link 
crossing while for Wi-Fi setting, available nearby Aps were scanned and the strongest one was used. There are 
several of-the-shelf software tools to help detect all nearby AP signals. The selected AP was located outside the 
office room in a corridor. We have experimented with several APs from different overlaid Wi-Fi networks 
(providing services to staff, students, guests , etc.) located near and far from the office room and the system worked 
correctly every time. Tuning to the nearest AP, however, produces the best system performance as signal 
fluctuations are stronger. As for the capture resolution, the frequency of sampling for RSSI readings collection was 
set to 3 RSSI readings per second. It’s very important to have a sampling rate higher than the speed of the crossing 
of the intruder in order to capture the quick fluctuations in the RSSI feed. This is done for Wi-Fi and ZigBee mote 
testbeds.     
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Several experiments conducted on the ZigBee testbed confirmed that the strong fluctuations and deep fades 
caused by the crossing of the intruder can be missed if the sampling rate is less than the speed of the intruder. If 
Fig. 3 Layout Plan of the testing class room 
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a 
b 
detecting the timing for entry and exit is not important, the sampling rate can be reduced to less than 1 RSSI reading 
per second (assuming the speed of the intruder is 1 m /sec and his maximum silhouette size is 1 m in width. The 
ZigBee sensor motes were placed at 120 cm above the ground while the laptop was placed on the lecturers table in a 
typical classroom setting with furniture. The room dimensions, furniture and layout plan are given in Fig.3. The 
room dimensions were 550x360 cm. T represents the node of the ZigBee transmitter mote and R represents the 
receiver mote. The receiver is directly connected to the MIB510 programming board with Iris XM2110 mote (e.g., 
ZigBee modem) which, in turn, is connected to the laptop to RSSI readings. The link is kept between 1 to 2 meters 
to have strong fluctuations during repeated link crossings. 
6. Results and Discussion 
In this section, representative results of the system are presented. At first, measurements of RSSI are plotted for 
empty and occupied class room.  Measurements were also repeated for a small office in the Faculty of Engineering 
building occupied by staff members. All testing scenarios were repeated in class room and staff office room to 
confirm the results. However, only class room results are presented in this paper. The graphs are taken for both 
testbeds at the same resolution of 3 RSSI readings per second. Similar results were obtained for both testbeds due to 
the similar frequency range used around 2.4 GHz. However, due to the far away location of the Wi-Fi AP in 
comparison to the ZigBee motes located within the same room, only the RSSI signal levels obtained are slightly 
different. Results for the Wi-Fi NIC-based testbed results are shown in fig. 4.  
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 4 Graph of RSSI for a) Empty room and b) Occupied room from Wi-Fi NIC-based Testbed 
Table 1. Data Statistics for ZigBee Motes Testbed. 
Statistics Empty room (dB) Occupied room (dB) 
Minimum -77.000 -86.000 
Maximum -76.000 -79.000 
Mean -76.160 -81.460 
Median -76.000 -81.000 
Std deviation 0.3651 1.7630 
Variance 0.1333 3.1064 
 
As can be observed, the signal fluctuation of an empty room is almost uniform and with small variance value 
because of lack of movement inside the room. In contrast, the graph of the occupied room shows many strong 
fluctuations which are due to the presence of intruder inside the room.Table 1 shows the comparison of all statistics 
for an empty room and occupied room settings. Our system can clearly detect a human presence in the room or 
when the room is empty. The system was designed to be trained for an empty room situation only then it can easily 
be installed in any similar environment and operate correctly. In addition, by looking at table 1 below, the standard 
deviation and the variance of occupied room are much larger compared to the empty room because the system can 
detect the presence of the individuals inside the room and it can trigger the intrusion alarm. One can only notice the 
subtle change in the variance indicating the occupancy of the room. From table 1, one can infer that variance and 
standard deviation statistics make perfect alarms to detect the presence on intruders12. Indeed, using Wi-Fi or 
ZigBee motes RF signal, we could identify the presence of human detection in a room when we compare the 
variance and the others data statistics of the graph to the empty room. For a bigger room, Wi-Fi signal may not 
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fluctuate as extremely as for a smaller room, hence, the false alarm rate may be higher. However, for the current 
class room and staff office room size we tested, no false alarms were detected. Finally, due to the simplicity and 
straight forward applicability of this method, the use of RF signal variance as a threshold to control electrical 
appliances in a small office home office (SOHO) environment is strongly motivated. Fig.5 shows a sample alarm 
trigger generated by the alarm system implemented into the Wi-Fi-NIC based and ZigBee motes based testbeds. 
 
 
 
 
 
 
 
 
 
 
 
Fig. 5 Intrusion detection Alarm Snapshot 
7. Conclusion 
In this paper, the received signal strength indicator (RSSI) of Wi-Fi RF signal and ZigBee motes for different 
scenarios were recorded, plotted and evaluated for an indoor environment (e.g.: room). Their data statistics were 
taken into consideration for better understanding on how RSSI reading can determine an empty room to an occupied 
room. By using the variance as a threshold, we were able to identify the existence of human presence detection in 
the room.  The use of variance to distinguish an empty room to an occupied motivates the control of electrical 
appliances in a small office home office (SOHO) environment by connecting to the switches of the lamps, air 
condition or fans inside the room, and it can save a lot of money, energy and cost. 
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